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When logslog list users go bad
breakage from a transparency library misconfiguration, 
and what we're doing about it

Joe DeBlasio
jdeblasio@chromium.org



Engineering Manager on Chrome's Network Security team
Think CT, HSTS, HTTPS-by-default, revocation, other WebPKI.

And you are...?

oh look it's me







Impacted tens of millions of users...

● McDonald’s
● Lowe’s
● Deutsche Telekom
● UPS
● A bunch of banks
● Many more...

As soon as you opened an impacted app, the app would crash.

A bunch of Android apps broke...



We publish a json list of logs that Chrome recognizes so that people can...
● assemble cert+SCTs that validate in Chrome,
● know what logs can be used to detect missisuance used against Chrome users,
● help keep logs honest.

It's not so that CT enforcing UAs can just "do what Chrome does".
● Other well behaved user agents (e.g. Apple) publish their own log lists.
● Other UAs can derive their lists from ours (Android, Firefox, etc), but care needs to 

be taken.

Otherwise, you take on risk for your UA and risk for the ecosystem.

Chrome's Log List







Open source library, available on GitHub, for enforcing CT for Android and Java
● Fills a niche! Android didn't have native support for CT until Android 16!
● Now developed and maintained by one individual, in his spare time.
● Piggybacks on Chrome's log list -- every client fetches the list at app start.
● Has very strict schema and signature enforcement -- crashes when format 

doesn't match what's expected.

appmattus/certificatetransparency







In 2022, we changed our log list schema,
and the same library crashed

Roger Ng, here today, gave a lightning talk at
CATS 2023 on this failure last time!

Déjà vu











Starting next year we will be...
● Working with Play Store to warn, block updates for, offending Android apps, then
● Reaching out to developers of major apps directly, then
● Breaking requests for our log list that come from these apps.

Getting pushier



● Don't rely on third-party CT enforcement.
● Enforce CT on Android 16+ by opting-in to platform enforcement.
● Don't enforce CT on prior versions of Android.

So if you're an Android app developer...



● Can you commit to running a proper CT log program?
● If not, PLEASE don't blindly rely on other UA's lists! Talk to us! We're friendly.
● Unfortunately, we will try to break unauthorized dependencies.

So if you develop a TLS client that wants to enforce CT



Questions?

You can also email us!
jdeblasio@chromium.org

chrome-certificate-transparency@google.com


